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Once you install your certificate you will have the option to back up the certificates.

If you choose to back the certificates up then you will need to send the back up copies

to Teresa.Cantrell@vdot.virginia.gov.

Certificate Informaiton

You will need to back up the Signing and the Encryption certificates separately.

Signing Certificate
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SIGNING ENCRYPTION
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Which certificate would you like to back up?
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Certificate Export Wizard — Click Next

x|

&# Certificate Export Wizard

Welcome to the Certificate Export Wizard

Thig wizard helps vou copy certificates, certificate trust lists and certificate revocation
lists from & certificate store to your disk,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext,

Mext Cancel
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Export format — Choose Personal Information Exchange — PKCS #12 (.PFX). Click

Next.
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€ L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary X.509 (.CER)

Base-64 encoded X.509 {.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (.PFX)

[ indude all certificates in the certification path if possible
Delete the private key if the export is successful

[CJExport all extended properties

[“|Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

Password — Choose a password that you will remember. This password will be used

to install the backup certificate if you happen to need it. Click Next.
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€ L# Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[ Group or user names {recommended)

Add

Remove

Password:

Confirm password:

Encryption: | TripleDES-SHA1 w

Mext Cancel
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File to Export — Save the back up in your PE Cert folder. You can name this back up
whatever you choose. Click Next.

e Example - C:\Users\YOUR_NAME\Documents\PE Cert\ldenTrust Signing

Backup LASTNAME_FIRSTNAME CURRENT DATE.pfx
f

€ ¥ Certificate Export Wizard
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File to Export
Spedify the name of the file you want to export

File name:

ii\Users\teresa. cantrell\Desktop\2021-11-03 Teresa L Cantrell. pfx Browse. ..

Mext Cancel

€ ¢ Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard.

‘fou have specified the following settings:

[FEE C:\Users\teresa, cantrel\Documents P
Export Keys ‘fes

Indude all certificates in the certification path  Yes

File Format Personal Information Exchange (*.pfx]
<
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Exporting your private exchange key — Enter in the password that you set up. Click
OK.

7 Exporting your private exchange key X
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An application is requesting access to a Protected item.

Password for:

CoptoPlPivatekey | ]

[ Remember password

Cancel Details...

Click OK on the export was successful

Certificate Export Wizard X

The export was successful,
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Encryption Certificate
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Which certificate would you like to back up?
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Certificate Export Wizard — Click Next

x|
=# Certificate Export Wizard
Welcome to the Certificate Export Wizard
This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk,
A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.
To continue, dick Next.
MNext Cancel
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Export format — Choose Personal Information Exchange — PKCS #12 (.PFX). Click

Next.

f x|

€ L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary X.509 (.CER)

Base-64 encoded X.509 {.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (.PFX)

[ indude all certificates in the certification path if possible
Delete the private key if the export is successful

[CJExport all extended properties

[“|Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

Password — Choose a password that you will remember. This password will be used

to install the backup certificate if you happen to need it. Click Next.

f x|

€ L# Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[ Group or user names {recommended)

Add

Remove

Password:

Confirm password:

Encryption: | TripleDES-SHA1 w

Mext Cancel
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File to Export — Save the back up in your PE Cert folder. You can name this back up
whatever you choose. Click Next.

e Example - C:\Users\YOUR_NAME\Documents\PE Cert\ldenTrust Encryption

Backup LASTNAME_FIRSTNAME CURRENT DATE.pfx
f

€ ¥ Certificate Export Wizard

x

File to Export
Spedify the name of the file you want to export

File name:

ii\Users\teresa. cantrell\Desktop\2021-11-03 Teresa L Cantrell. pfx Browse. ..

Mext Cancel

€ ¢ Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard.

‘fou have specified the following settings:

[FEE C:\Users\teresa, cantrel\Documents P
Export Keys ‘fes

Indude all certificates in the certification path  Yes

File Format Personal Information Exchange (*.pfx]
<
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Exporting your private exchange key — Enter in the password that you set up. Click
OK.

7 Exporting your private exchange key X

An application is requesting access to a Protected item.

B Bl

Password for:

CoptoPlPivatekey | ]

[ Remember password

=

Cancel Details...

Click OK on the export was successful

Certificate Export Wizard X

The export was successful,

I

After you have backed up both certificates you will click ‘Close’ on the Certificate
Information.
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Which certificate would you like to back up?
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SIGNING ENCRYPTION
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Identrust — Back Up Certificate

You will then click ‘Done’

| IdenTrust Retrieval Application (v1.2.3.275)
PP

Certificate Information |deI1TI‘uSt
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Your signing and encryption certificates are both installed.

MName: Teresa L Cantrell

Issuer: IGC CA1
Serial- 40017CEG6FA3BB159BEFIEN2900B9A3B
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YONE when you are

TEST MY CERT
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