IdenTrust — Downloading Certificate \vDoT

CADD Support

Once your IdenTrust certificate has been approved you will receive an email from
IdenTrust stating that you need to retrieve your certificate. You will need to login to
IdenTrust by following the instructions in the email.

IdenTrust

Once you are logged into the site you will see the below screen. You will need to click
‘I'M READY — PLEASE CHECK IF MY SYSTEM IS READY’

IdenTrus

ooooooooo Global

Welcome! It's Time to Get Your Certificate

ificate consists of the following steps;

3. Accepting Your Certificate for Use

For a smart card or token, be sure you have installed the token software using the instructions in your welcome kit

Before you begin, we will check that your system is able to get your certificate

I'M READY — PLEASE CHECK IF MY SYSTEM IS READY »

You will need to accept the subscriber Agreement — Click ‘NEXT’

IdenTrust

part of HID Global

Retrieval Step 2 of 6 »Login » PR »Certi »Done

Accepting the Subscriber Agreement

Before continuing, you must read and accept the terms and conditions of the Subscriber Agreement. You
may also read our Privacy Policy.

By clicking in the box to the left, you indicate that you have read and that you accept the terms and
conditions of the Subscriber Agreement

If you do not accept, do not click the box and instead click "Cancel” below.
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Retrieval App Authentication - Click ‘IdenTrust Retrieval Application’.

Retrieval App Authentication

1. M) Mo \s B and open the |denTrust Retrieval Application.

2. Drag and drop your Retrieval Key onto the Retrieval Application to continue

Your Retrieval Key

or click COPY KEY and paste the key into the Retrieval Application

COPY KEY

This will download an exe file to your browser window — you will need to click the file
to launch the Authentication App.

i= IdenTrustRetrieval....exe ~

You will need to drag the ‘KEY’ to the “LOCK’

Retrieval App Authentication == LenTrust Arteal Applacation [v A FEE ] *

1 mm:wr the idenTrust Retrieval Applicaton Authentication Ide nTI'l._.ISt

2. Drag and deap your Retrieval Key onlo The Retrieal A

Please drop your Rielieval Key onto e lock of paste the Fetnewal Key you copied into the ekl
provided

Yiour Retriewal Key

’
of chik COPY KEY &nd pasts the key inls (he Retrsvsl Asohicstion n
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Signing Certificate

Generate Keys - Click ‘GENERATE KEYS’

=5 IdenTrust Retrieval Application (v1.2.3.275) X

Generate Keys IdenTrust.

You will be asked to create a password that you will provide whenever you use your signing
certificate.

Choose a password you can recall and store it securely.

Microsoft Enhanced Cryptographic Provider v1.0 w
RSA 2048 -

»:

Click GENERATE KEYS when you are ready.

® 2020 IdenTrust, Inc, All Rights Reserved

Creating a new RSA exchange key

Security Level — Choose High then click Next

honcd i,

Choose a Security Level >

Choose a security level appropriate for this item.

(®) High
Request my permission with a password when this
item is to be used.

() Medium
Request my permission when this item is to be used.

< Back Next > Cancel

\WDOT
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Password — This is the password that you will use when you use the certificate to
sign. Click Finish

Create a Password x

Create a password to protect this tem.

Create a new password for this item.

Password for: CryptoAP| Private Key

< Back Cancel

Click OK

Creating a new R5A exchange key x

An application is creating a Protected item. ]

CryptoAPI Private Key

Security level set to High Set Security Level...

Cancel Details...

Updated 11/3/2021



IdenTrust — Downloading Certificate

Encryption Certificate Download

Generate Keys - Click ‘GENERATE KEYS’

| IdenTrust Retrieval Application (v1.2.3.275) X

Generate Keys IdenTrust

part of HID Global

MNow you will be asked to create a password that you will provide whenever you use your encryption
certificate.

Choose a password you can recall and store it securely.

Click GENERATE KEYS when you are ready.

@ 2020 IdenTrust, Inc. All Rights Reserved

Security Level — Choose High then click Next

honcd i,

Choose a Security Level >

Choose a security level appropriate for this item.

(®) High
Request my permission with a password when this
item is to be used.

() Medium
Request my permission when this item is to be used.

< Back Next > Cancel

\WDOT
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Password — This is the password that you will use when you use the certificate to
sign. Click Finish

Create a Password x

Create a password to protect this tem.

Create a new password for this item.

Password for: CryptoAP| Private Key

< Back Cancel

Click OK

Creating a new R5A exchange key x

An application is creating a Protected item. ]

CryptoAPI Private Key

Security level set to High Set Security Level...

Cancel Details...

Your screen will now flash while installing your certificates.
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